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SECURITY POSTURE Izauer

laa$ Provider: aws Anzre O Google Cloud $3, Ec2, lam | ‘ ‘ Failed | x ‘ 'Y ADD FILTER

TOTAL 437 FAILED CHECKS
m Critical u High u Medium Low Informational B Not Applicable
STATUS | = R & SERVICE NAME ¥ RESOURCE TYPE @ #RESOURCES @& SEVERITY © UPDATED AT AP ACCOUNT
@ Frailed 4.2 Ensure no security groups allow ingress from 0.0.0.0/0 to port 3389 Ec2 SecurityGroup 3 out of 12 (25%) 3> High Dec 9, 20, 4:25 AM 845374082829
ADDITIONAL DETAILS RESOURCES
Standard Cis-aws-foundations-benchmark am:aws:ec2:us-east-1:845374082829:security-group/sg-0b77ad7cb853535¢e | Us-east-1
Version 1.2.0 am:aws:ec2:us-east-1:8453 ~group/sg-Oeddsféb | Us-east-1
Control ID: 42 am:aws:ec2:us-east-1:845374082829:security-group/sg-01c8871394c1dbeda | Us-east-1
Updated At Dec 9, 20, 4:25 AM
Description Security groups provide stateful filtering of ingress/egress network traffic to AWS resources. It is
recommended that no security group allows unrestricted ingress access to port 3389 .
Recommendations: For directions on how to fix this issue, please consult the AWS Security Hub CIS documentation
© Failed 4.1 Ensure no security groups allow ingress from 0.0.0.0/0 to port 22 Ec2 SecurityGroup 1 out of 12 (8.33%) &3 High Dec 9, 20, 4:25 AM 845374082829
o Failed PCIIAM.2 1AM users should not have IAM policies attached lam User 17 out of 30 (56.67%) Low Dec 8, 20, 10:25 PM 845374082829
© Failed 1AM.2 1AM users should not have IAM policies attached lam User 17 out of 30 (56.67%) Low Dec8,20,10:25PM 845374082829
Total Controls: 37 Last updated on: 12/9/2020, 10:50:03 AM th Export
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[E® RULE TYPE CONTEXT R REMEDIATION

AZURE ACTIVITY TYPE

Security Posture | Privileged Us selected users from all sources.

Resources

[] Create Role Assignment
[] Delete Role Assignment
[] Set Administrator

[] Delete Administrator

[] Create\Update Resource

LOCATIONS NETWORK

IPREPUTATION

(@ ivcune

‘ [] test ] Dala Gentr Hosir g
Pron

[] Custom Location List

[] Afghanistan

[] Aland Islands
[] Albania

[] Aigeria
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DISCOVERY

Izauer

laa$ Provider: aws

e © Google Cloud

|

DISCOVERED RESOURCES OVER TIME (LAST 30 DATA POINTS)

&
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Ap-southeast-2 Global Us-east-1 Us-east-2 o 2 4 & 8 10 1 1 1 18 220 2 2 2 28 30 2
Region Resources
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CLOUD DISCOVERY Discousred icorered Configuration Izauer
Apps Accounts
Status: All New Unsanctioned Approved Sanctioned
[ P ACCOUNT DENTIFIER © DiscovERY DATE © LasTusED & sttus 22 USER COUNT 24 CLOUD SERVICE
4ce8516a-a75¢-4018-9403-1b3313181063 e v b g @ Approved 78 A
] 670277274409 ‘“3.@; fhﬁ.’z" Seg 352 }«2320 Unsanctioned 75 aws,
17164935-985b-4289-22b4-082b4de92061 B ol Qct18,2020 © Sanctioned 58 A
[] 509598813389 Aug‘gg,}‘zh;)zo N";’vgffﬁm @ Sanctioned 15 ﬂ"g
[] 567518307275 ks v e @ Sanctioned 9 aws
[  1231a061-8fdc-4815-8721-48c871046857 A”A’ gg‘Pz’azo S“; 1'35'\0,‘20 Unsanctioned 22 A
[] 797024750588 e A Unsanctioned 87 aws
[] 106517418524 "”7’ ;g‘ ESIQO A”f ‘2“";820 @ Sanctioned 5 QV_V/S,
[]  91202d95-5964-403f-9562-e3dcedas(806 552:‘2;':’320 Oct 10. 2020 @ Approved 50 A
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}{ REMEDIATION /

E‘e RULE TYPE = RULE NAME @ CONTEXT ACCESS CONTROL
Data | S3 Buckets Updates and Sharing Data | $3 Buckets Updates and Sharing all users from selected sources Remove Public Access
Share lovel
Description - Activities done by privileged users on S3 buckets: Create, Update, and Share AWS Bucket.
SHARE LEVEL
Public
[] Internal
[ Unknown
REMEDIATION /
& CONTEXT X ACCESS CONTROL ~ Al
all users from selected sources Remaove Public Access
B RULETYPE Q NoTIFY
Allow e
pal cEicalog LOCATIONS o
Remove Public Access
USERS
(@ icuune CONTAS
o (® ncue
[] cate demo
[ Cate Demo Custom Location List
[] cate demo
Afgh: it
[ st [ idageeg
[ david demo [[] Aland Islands
[] Albania
[] Algeria
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