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Proofpoint Threat
Information Services

Make better security decisions with expert email-threat information
and guidance

KEY BENEFITS Proofpoint Threat Information Services provide you with industry-
* Identify, understand and prioritize leading intelligence and guidance to help you protect yourself from
threats efficiently today’s email threats. The services place our expertise in cybersecurity

* Make better decisions faster

* Optimize placement and use of
scarce resources

* Prevent disruption and loss from
advanced threats

at your disposal.

Proofpoint Threat Information Services come in three tiers: Threat Information Service
(TIS), Premium Threat Information Service (PTIS) and Premium Threat Information Service
Plus (PTIS Plus). Each helps you stay abreast of today’s most critical email-borne dangers.
They help your teams to quickly understand these threats and effectively prioritize their
responses to them. The services offer visibility into the front of the attack kill chain and
give you insights about threats and actors that standard dashboard reports or SIEM

feeds cannot provide. Our services provide you with:

*  Contextual threat intelligence from our expert threat analysts
* Advanced insight with actionable intelligence
* Tailored threat analysis for ongoing and emerging threats

CONTEXTUAL THREAT INTELLIGENGE

We provide you with individualized reports, briefings and weekly intelligence analyses.
These give you insights into the threat landscape as it relates to your organization. You can
use this data to:

* Understand the threats and actors that target your organization

* Compare your organization’s status with that of your industry peers

*  Keep all levels of your security team and leadership abreast of threats and train them
to mitigate risk

ADVANGED INSIGHT

We provide you with daily, weekly and monthly analyses. These give your team visibility into
the latest threats and threat-actor developments. This can give you early warning, which
helps you to adopt proactive defenses and improve your security posture. The intelligence
comes by way of as-it-happens researcher write-ups as well as a curated feed of indicators
of compromise (IOCs) for email threats around the globe.




PROOFPOINT THREAT INFORMATION SERVICES | DATA SHEET

Use these insights to: to your organization. We can provide your teams with specialized

« Monitor when actors change tactics, techniques and insights tailored to your security needs. These include:

procedures (TTPs) * Answers to tactical and strategic questions
e Learn about new techniques when they appear e Deep analysis of email threats
* Discover and learn more about the threats that target your * Research assistance for board-level presentations
vertical before they appear in your own mail flow We offer a wide range of services to help. These include everything
from actionable intelligence reports to custom inquiries to
TA"_[]HE[] THHEAT ANA[YSlS assistance with implementing defensive mitigations. The following

We provide your team with analyst inquiries, briefings and exclusive  table provides an overview of what we have to offer.
webinars that help them understand the status of email threats

Summary of Services
PREMIUM THREAT PREMIUM THREAT
T"RE‘EL"ITEEF(‘#QT'O" O T S L O e
(PTIS) PLUS (PTIS PLUS)
|deal for Organizations that Organizations that Organizations that want
want to know the latest ~ want a security partner advanced security
trends in the email to help with custom looking for hands-on
threat landscape inquiries and research;  assistance implementing
and get actionable those that want to controls.
recommendations for know the latest trends
mitigating risk. and get actionable

recommendations for
mitigating risk.

Daily Analyst Logbook and curated IOCs v v 4
Weekly Threat and Action Reports for stakeholders (%4 v 4
Benchmarking against other Proofpoint customers, (4 v v
including industry-specific and global data

Custom Analyst Inquiries v 4
Monthly Analyst Briefings v 4
Comprehensive Monthly Report, includes Very v 4

Attacked People™ (VAP) analysis and integrated
Proofpoint Protection Server statistics

Customizable reporting v 4
Threat Analyst consulting services for program and 4
implementation strategy

Assistance with implementing email and end-user v
controls

8 hours per month of Proofpoint Recurring Consulting v

Services (RCS)

LEARN MORE

For more information, visit proofpoint.com.

ABOUT PROOFPOINT

Proofpoint, Inc. is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions,
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, including more than
half of the Fortune 1000, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social media, and the web. More information is
available at www.proofpoint.com.
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